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Abstract — During the past few years several smart 

card based authentication schemes have been 

proposed. However, none of them fulfils the 

necessary requirements to achieve a secure and 

efficient scheme. With respect to the present 

security needs and essential desires of users, the 

objective of this paper is to validate the efficiency 

of smart card based authentication schemes found 

in the literature on the basis of computation cost 

and security features provided. 
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I INTRODUCTION 

This paper focuses on smart card based remote 

user authentication for contact smart cards. When 

separately compared these methods have 

vulnerabilities. The combination of any two factors 
provides a stronger authentication. The scope of this 

work is the use of contact smart card as one factor 

and password as other factor. There are various 

security attacks which can be mounted on 

authentication schemes. This work covers the 

potential attacks which includes user impersonation 

attack, password guessing attack, replay attack, 

parallel session attack, reflection attack, privileged 

insider attack and attack on password change phase. 

In this context, Chang and Wu [1] first proposed 

password based smart card authentication scheme 

without verification table. Subsequently, 

authentication based on smart card has been 

employed continuously in several applications like 

cloud computing [2], healthcare [3], key exchange in 

IPTV broadcasting [4], wireless networks [5], 

authentication in multi-server environment [6], 
wireless sensor networks [7] and many more. 

The rest of the paper is organized as follows: 

section II presents comparison based on various 

security attacks, section III deals with comparison 

based on various security features provided, section 

IV shows comparison of smart card authentication 

schemes in terms of computational complexity and 

finally, section V concludes the paper. 

II COMPARISON BASED ON VARIOUS SECURITY 

ATTACKS 

In order to measure the security in terms of 

potential attacks, numerous well known timestamp 
based smart card authentication schemes [8-21]. 

Table 1 shows that the comparison among various 

schemes. The parameters used in Table I are: 

 Impersonation attack (SA1) 

 Replay attack (SA2) 

 Password guessing attack (SA3) 

 Reflection attack (SA4) 

 Parallel session attack (SA5) 

 Privileged insider attack (SA6) 

 Attack on password change phase (SA7) 

TABLE I 

COMPARISON BASED ON SECURITY ATTACKS 

S. No. Security Attacks SA1 SA2 SA3 SA4 SA5 SA6 SA7 

1 R. Song [8] Secure Secure Insecure Secure Secure Insecure Secure 

2 Hwang-Li [9] Insecure Secure Secure NA NA NA NA 

3 H. M. Sun [10] Secure Secure Insecure NA NA NA NA 

4 Chien et al. [11] Secure Secure Insecure Insecure Insecure Insecure NA 

5 Ku-Chen [12] Insecure Secure Insecure Secure Insecure Secure Insecure 

6 Yoon et al. [13] Insecure Secure Insecure Secure Secure Secure Secure 
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7 Wang et al. [14] Secure Secure Insecure Secure Secure Secure Secure 

8 Das et al. [15] Secure Secure Insecure NA NA Insecure Insecure 

9 Liao et al. [16] Insecure Secure Insecure Insecure Secure Secure Insecure 

10 Wang et al. [17] Insecure Secure Insecure Secure Secure NA Insecure 

11 Hao-Yu [18] Secure Secure Insecure Secure Secure NA Secure 

12 Liaw et al. [19] Insecure Secure Secure Secure Secure Insecure Insecure 

13 Liu et al. [20] Insecure Secure Insecure Secure Secure Insecure NA 

14 Pippal et al. [21] Secure Secure Secure Secure Secure Secure Secure 

 

III COMPARISON BASED ON VARIOUS SECURITY 

FEATURES PROVIDED 

Further, a comparison is additionally given in 

Table II on the basis of essential security features 

that need to be offered by any authentication scheme. 
The parameters used for comparison are: 

 

 

 

 

 

 User is allowed to choose the password (SF1) 

 User is allowed to change the password (SF2) 

 Provides early wrong password detection (SF3) 

 Provides mutual authentication  (SF4) 

 Provides session key  generation (SF5) 

 Free from server involvement during password 

change (SF6) 

TABLE III 

COMPARISON BASED ON SECURITY FEATURES PROVIDED 

S. No. Security Features SF1 SF2 SF3 SF4 SF5 SF6 

1 R. Song [8] Yes Yes No Yes Yes No 

2 Hwang-Li [9] No No No No No NA 

3 H. M. Sun [10] No No No No No NA 

4 Chien et al. [11] Yes No No Yes No NA 

5 Ku-Chen [12] Yes Yes No Yes No Yes 

6 Yoon et al. [13] Yes Yes No Yes No Yes 

7 Wang et al. [14] Yes Yes Yes Yes Yes Yes 

8 Das et al. [15] Yes Yes No No No Yes 

9 Liao et al. [16] Yes Yes No Yes No Yes 

10 Wang et al. [17] No Yes No Yes No Yes 

11 Hao-Yu [18] No Yes No Yes No Yes 
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12 Liaw et al. [19] Yes Yes No Yes Yes Yes 

13 Liu et al. [20] Yes No No Yes No NA 

14 Pippal et al. [21] Yes Yes Yes Yes Yes Yes 

 

IV COMPARISON BASED ON COMPUTATIONAL 

COMPLEXITY 

Due to the resources constraints of smart card, the 

authentication scheme must take efficiency 

evaluation into consideration. Computational cost 

related to authentication schemes is an imperative 

issue for performance analysis. The efficiency 

comparison among these schemes is listed in Table  

 

 

 

 
III. In worst case, the time complexities for 

performing the Modular Exponentiation (ME) and 

Modular Multiplication (MM) are O((log n)3) and 

O((log n)3) respectively. As the time complexity for 

performing the one-way hash function depends on 

what cryptographic primitive it employed i.e. XOR 

operations and rotation operations (in case of SHA), 

the time complexity of calculating a hashing value is 

O(1). 

TABLE IIIII 

COMPARISON BASED ON COMPUTATIONAL COMPLEXITY 

 

S. 

No. 

Authentication 

Schemes 

Time 

Complexity 

Registratio

n Phase 

Login & 

Authentication 

Phase 

Password 

Change Phase 
Total Operations 

1 R. Song [8] O((log n)3) 2HF+1ME 8HF+1ME+2E/D 5HF+1ME+2E/D 15HF+3ME+4E/D 

2 Hwang-Li [9] O((log n)3) 1ME 2HF+6ME+2MM - 2HF+7ME+2MM 

3 H. M. Sun [10] 
O(1) 1HF 3HF - 4HF 

4 Chien et al. [11] O(1) 1HF 5HF - 6HF 

5 Ku-Chen [12] O(1) 2HF 6HF 2HF 10HF 

6 Yoon et al. [13] O(1) 2HF 6HF 2HF 10HF 

7 Wang et al. [14] 
O(1) 3HF 8HF 4HF 15HF 

8 Das et al. [15] O(1) 2HF 7HF 2HF 11HF 

9 Liao et al. [16] O(1) 2HF 9HF 2HF 13HF 

10 Wang et al. [17] O(1) 2HF 6HF 2HF 10HF 

11 Hao-Yu [18] 
O(1) 3HF 7HF 9HF 19HF 

12 Liaw et al. [19] O((log n)3) 1HF 3HF+4ME+2E/D - 4HF+4ME+2E/D 

13 Liu et al. [20] O((log n)3) 1HF+2ME 5HF+6ME+2MM - 6HF+8ME+2MM 

14 Pippal et al. [21] O((log n)3) 2HF+1ME 8HF+13ME+2MM 2HF+2ME 12HF+14ME+2MM 

 

V CONCLUSION 

Security and efficiency ate the main factors for 

any authentication scheme. This paper describes a 

comparative analysis of major smart card 

authentication schemes in terms of security features 

provided, security attacks defended and 

computational complexity. This effort will assist the 

researchers to work in different directions towards 

design and development of secure and efficient 

smart card authentication scheme. 
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