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Abstract. The cloud computing paradigm and services 

are extended by Fog computing over edge network to 

solve and reduce the existing problems associated with 

cloud computing. Fog computing was introduced to 

reduce latency wastage and to support the mobility of 

nodes independent of their location. It is a 

decentralized architecture to process incoming 

network traffic. With increasing traffic, there is an 

increase in network threats. To tackle such threats, fog 

network implements Intrusion Detection Systems 

(IDSs) as an integral part of security system to deploy 

secure network traffic flow. Due to the limitation of 

resources over the fog network, it is required to design 

lightweight IDS. In this paper, to provide efficient 

detection of incoming network traffic, a deep learning 

technique is proposed and implemented with a sliding 

window that identifies the intrusion. 

Keywords: — Fog Computing, Intrusion, Deep 

Learning, Cascaded LSTM, Sliding Window. 

1 Introduction 

As Fog nodes process all sensitive information such as 

financial, medical, etc. Attackers send malicious 

packets to target nodes to compromise them and to 

steal their information. So, it is quite necessary to 

recognize these attacks or intrusion and to provide 

secure and reliable services to the end-users. For this, 

this research work focuses on Intrusion Detection 

System (IDS) for fog nodes without compromising 

their efficiency [1]. Every day new threats are 

discovered and the existing database is not feasible. 

There is a need for regular updation. The anomaly 

detection technique showed up their proficiency in 

network intrusion detection. So, this paper is adopting 

anomaly-based detection for intrusion activities 

detection over fog computing. The security dynamics 

have shown that it has changed considerably. Different 

research works have shown the importance of the 

security aspect in fog computing along with the 

application of machine learning over it. Generally, 

existing techniques are supervised in nature. Initially, 

the machine learning approach was used for detection 

but still, there were some drawbacks. So, later the 

deep learning approaches have emerged as effective 

detection techniques. In this paper, an introduction 

about fog computing is provided along with their 

issues. Further in this paper contributions of 

researchers are provided based on machine learning as 

well as deep learning are given. Further, in this paper, 

we have proposed a sliding window deep learning 

approach for fog network traffic analysis about the 

intrusion. The historical data from fog nodes are used 

for the analysis of network traffic. The proposed 

method is implemented at fog nodes for historical data 

analysis. The remaining section of this paper are 

illustrated to be as follows: Section 2 introduced the 

existing techniques for network traffic analysis using 

fog computing along with that issues and challenges 

are also discussed. In section 3 chapter gives proposes 

an architecture to enhance performance. In section 4, 

the result and discussion along with comparative 

analysis were performed. Finally, in section 5, the 

conclusion of proposed methodology are discussed. 

2 Related Work 

Fog Computing appears to be a cloud services 

extension by creating an efficient IoT infrastructure 

required. Fog computing as a mediator offers personal 

connectivity for end-users and eliminates contact gaps 

seen between end-users and Fog systems mostly as 

network. Thus, the next validity of data traffic on Fog 

devices is highly dominant. Such resources are 

vulnerable to malicious attacks. Data among all kinds, 

in particular the transmission of financial and health 

data through such apps. The hackers exploit these 

devices through the sending of malicious data packets. 

It is crucial to monitor these infringements in order to 

provide the customer with a convenient and stable 

service. Efficient IDS (Intrusion Detection System) is 

therefore important for the safe operation of fog 

without sacrificing its quality. Sadaf and Sultana [2], 

using Isolation Forest (IF) and Auto encoder (AE) for 

Fog environment, introduced the intrusion detection 

method (auto-IF). This framework seems to be the 

only entity for the binary nomenclature of fog node 

that have to categorize attack patterns from packaging. 

We permit the established NSL-KDD dataset 

benchmark methodology. In contrast to several other 

methods of detecting modern intruders, our remote 
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monitoring model is extremely accurate by 95.4%. 

Yang et al. [3] studied the detection of intrusion for 

fog computing in the F-RANs (fog radio access 

networks). Because fog nodes are resource-

constrained, a conventional IDS (intrusion detection 

system) cannot be deployed directly in F-RANs 

because of the computational complexity and 

communication overhead. To find this issue, we 

introduce a skyline scheme based on a query that can 

inspect the statistics of the IDS log of fog nodes and 

give a complete flow for data processing. Specifically, 

a solution with three-step is introduced. Primarily, a 

strategy of filtering a lightweight fog node is 

introduced for filtering the raw data, which can 

decrease the issue of fog-cloud communication. 

Secondly, a mechanism based on a sliding-window is 

deployed in a cloud server for processing the 

asynchronous flow of data efficiently. then, a set of 

nodes attacked seriously will be identified by the 

skyline query vie using the pre-processed data. 

Thirdly, the level of security threat of each fog node is 

evaluated vie unascertained measures can evaluate the 

degree of security threat. It is one of the major 

problems to detect Intrusions that worry company in 

WSNs (wireless sensor networks). Several discoveries 

have dealt with this issue and have introduced several 

methodologies for the detection of various types of 

intrusions like selective forwarding- a serious attack 

that may hinder communications in WSNs. So, 

selective forwarding detection technique has suit as a 

key demand in the MWSNs (Mobile Wireless Sensor 

Networks) on spreading the applications of vehicular 

networks, internet of things (IoT), mobile computing 

immensely. Yaseen et al. [4] introduced the issues 

with the use of selective forwarding in MWSNs, and 

talk about how the techniques available for mitigating 

this issue in WSNs are not able to apply in problem 

handling in MWSNs because of the mobility of 

sensors. So this article introduces a model, provides a 

capability of global monitoring for detecting malicious 

ones and tracing moving sensors. The model takes the 

help of Fog Computing infrastructure for achieving 

this purpose. Moreover, the article provides a 

comprehensive discussion, complete algorithm, and 

experiments for showing the importance and 

correctness of the introduced approach. Pacheco et al. 

[5] proposed a Methodology of an Anomaly Behavior 

Analysis based on Artificial Neural Networks for 

implementing IDS (adaptive Intrusion Detection 

System ) that are capable of detecting the Fog node 

while get compromised and then take actions that are 

required for ensuring communication availability. The 

outcomes of the experiment show that the introduced 

approach has capable of characterizing the Fog Nodes 

the normal behavior resist its complexity because of 

the adaptive scheme, and also can detect anomalies 

due to any type of sources like misuses, system 

glitches, or cyber-attacks, with low false alarms and 

high rate of detection. 

3 Proposed Methodology 

In this research, a deep learning-based approach was 

used to detect attacks based on the similarity of sliding 

windows that is capable of detecting the known type 

of attacks at fog nodes. The proposed model consists 

of two stages i.e., Stage 1: Learning and Stage 2: 

Detection. 

Algorithm: Stage 1 (Learning) 

1: Extract the features of incoming traffic. 

2: Evaluate the similarities among them. 

3: Set the sliding window on incoming data 

packets. 

4: Learn the cascaded LSTM model. 

5: Evaluate error 

6: Increment the window. 

Algorithm: Stage 1 (Detection) 

7: Extract the features from incoming traffic 

8: Set the sliding window on incoming data 

packets. 

9: Evaluate the deviation from normal behavior. 

10: Increment the window. 

The data packets are taken as input from the dataset 

represented as: 

𝐷𝑎𝑡𝑎𝑠𝑎𝑚𝑝𝑙𝑒

= {(𝑋1, 𝐿1), (𝑋2, 𝐿2), (𝑋3, 𝐿3)… . . (𝑋𝑁 , 𝐿𝑁)} 

(i) 

Where XN = data packet sample 

LN = data label {LN ϵ (0,1)} that represents the normal 

and anomaly traffic at fog nodes. 

3.1 Packet Feature Extraction 

In this step, the incoming data packets at fog nodes are 

collected and features are extracted and normalized 

that contains only numerical value because for 

effective processing of data samples on the same 

scale. In this paper, the sliding window is used over 

features as well as data samples. Every feature showed 

up its importance.  

3.2 CNN Training 

During training process of proposed methodology, the 

extracted features are fed into sliding cascaded models 

in which features are selected using sliding window. 

The window size decides the feature set. For anomaly 

detection cascaded LSTM neural network is used, 

which is a RNN structure that can be used to forecast 

time series sequence, to avoid the above impact and 

obtain considerably greater forecasting accuracy. 

When the back propagation through time (BPTT) 

approach is used, the LSTM network can avoid the 
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dispersing gradient problem and record long-term dependence in time series.  

 
Fig. 1. Learning Flow Chart 
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Fig. 2. Detection Flow Chart 

 

4 Conclusion 

The rising amount of network traffic poses a security 

risk for security breaches such as DoS attacks, etc. It 

calls for a safety solution to avoid such attacks. First, 

we need to consider a method for detecting attacks to 

prevent all kinds of attack. A deep learning-based 

approach (Cascaded LSTM) was used in this study to 

prevent threats groups on the basis of feature detection 

that can identify the form of threat known. This study 

designed to prevent responses based on a resemblance 

of the sliding windows, which can identify the 

recognized kinds of actions on fog nodes. In this 

paper, sliding window feature based Cascaded LSTM 

model is proposed for fog node prevention from 

network attacks. In this methodology, the incoming 

traffic on fog nodes are captured and analyzed using 

Cascaded LSTM model. The proposed approach was 

implemented for multi-classification in which 

anomaly was detected according to their types. The 

analysis of data packets was evaluated over fog nodes. 

For anomaly type analysis feature sliding window 

results in more effectively. For testing the 

methodology, NSL-KDD dataset is used for validation 

of proposed methodology over other state-of-art. 
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