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VLSIi Designi Implementationi ofi Advancedi 

Encryptioni Standardi Includingi Channeli Attacks 

 

ini DPA.i Thei differencei betweeni thei averagei ofi thei 

tracesi fori whichi D(Ci,i b,Ks)i isi 1i andi thei averagei ofi 

thei tracesi fori whichi D(Ci,i b,Ks)i isi 0i isi evaluatedi asi 

thei differentiali tracei ΔD[1..k]. 

Ai termi knowni asi DPAi peak[1]i isi explainedi where,i 

wheni i Ksi isi incorrect,i thei biti fromi thei Di functioni willi 

differi fromi thei actuali targeti biti fori abouti halfi ofi thei 

cipheri texti Ci.i Theoretically,i wheni “1”i bitsi insidei thei 

algorithmi isi uniformlyi distributedi andi thei valuei ofi bi asi 

welli asi thei texti messagei isi selectedi properly,i thei valuei 

ofi ΔD[b]i isi non-i zeroi fori ai correcti hypothesisi Ks.i Fori 

incorrecti keys,i ΔD[b]i tendsi toi 0i andi noi significanti 

peaki appears.i Ifi thisi DPAi peaki cani bei removedi andi 

thei differentiali tracei cani i bei i madei even,i theni thei 

accuratei keyi willi bei concealedi andi secludedi fromi thei 

intruders. 

Abundanti techniquesi havei beeni proposedi ini softwarei asi 

welli asi hardwarei leveli toi bei implementedi againsti DPA.i 

Ini methodsi describedi ini [3,i 7,i 11]i preventioni ofi 

leakagei byi correspondingi hardwarei implementationi isi 

described,i sincei thei scopei ofi leaki ini informationi duei toi 

thei physicali implementationi ofi cryptographici algorithmi 

isi high.i Softwarei methodsi ini thei randomi sequencei ofi 

operationsi [4,5,12]i andi datai maskingi [6]i werei proposedi 

toi protecti againsti DPA.i Randomizationi ofi executioni 

operationsi overi thei variousi cryptographici algorithmsi seti 

ai goodi methodi againsti DPA,i buti thei proposedi methodsi 

havei noti succeededi ini implementingi it.i Specifici 

cryptographici algorithm,i suchi asi DES,i AESi ori RSAi 

cani onlyi bei adaptedi toi this.i Ini thisi paper,i wei adapti thei 

Datai Flowi Graphi (DFG)i toi representi cryptographici 

algorithms,i andi proposei fivei concretei algorithmsi whichi 

cani bei adaptedi toi differenti cryptographici strategies.i Ai 

datai flowi graphi (DFG)i isi ai graphicali depictioni ofi thei 

"flow"i ofi datai throughi ani informationi system,i sculptingi 

itsi procedures. 

Thei majori contributionsi ofi thisi paperi include: 

1).Adaptingi thei DFGi toi i representi i cryptographici 

algorithms;i 2).i Proposingi noveli algorithmsi fori 

randomizedi executioni whichi cani bei adaptedi toi variousi 

cryptographici schemes;i andi 3).i Conductingi experimentsi 

toi evaluatei ouri proposedi methods.i Thei resti ofi thisi 

paperi isi organizedi asi follows:i Sectioni IIi usesi ani 

examplei toi illustratei thei maini ideasi toi achievei ouri 

goal.i Detailsi ofi ouri methodsi arei discussedi ini Sectioni 

III.i Experimentali resultsi arei presentedi ini Sectioni IV.i 

Finallyi wei concludei ouri paperi ini Sectioni 5. 

Abstract--Cryptographici implementationi isi onei ofi 

thei vitali applicationsi fori FPGAsi withi securityi asi itsi 

majori standpoint.i Buti iti stilli requiresi ai loti ofi effortsi 

toi keepi iti aloofi fromi attacksi likei Sidei Channeli 

Attacksi i (SCA).i Onei ofi thei majori attacksi thati 

threateni thei securityi ofi FPGAi implementationi ofi 

cryptographici algorithmi isi Differentiali Poweri 

Analysisi (DPA).i Ini thisi paper,i wei havei discussedi 

variousi approachesi toi defendi againsti DPAs.i Thesei 

newi programsi suggestedi ini thei differenti approachesi 

withi somei resultsi aidi ini evenlyi distributingi thei 

poweri consumptioni ini FPGAsi makingi iti lessi pronei 

toi DPAs. 

Keywords--Sidei channeli attack,i differentiali poweri 

analysis,i FPGA,i randomizedi execution 

I. INTRODUCTION 
FPGAsi havei thei majori benefiti ini thei proficiencyi ofi 

hardwarei designi implementations.i However,i ini thei 

backgroundi ofi cryptographici implementations,i thei 

substantiali defense,i ratheri thani thei efficiency,i isi ai morei 

essentiali metrici ini thei FPGAi design.i FPGAsi arei i 

susceptiblei toi somei assaulti advancementi suchi asi sidei 

channeli attacks.i Ai majori sourcei ofi informationi ini sidei 

channeli attacki isi poweri consumption.i Thei originali 

messagei fromi cipheri texti andi thei keyi formati cani bei 

assumedi fromi thei cryptographici proceduresi ini encryptedi 

FPGAi implementation,i byi scrutinizingi thei 

correspondencei involvingi thei instantaneousi poweri 

indulgencei andi transitionali consequencesi relatingi thei 

secreti key.i Ini i thei fieldi ofi informationi security,i thei 

concerni fori securityi ofi FPGAsi hasi beeni pivotal. 

Ini 1996,i Kocheri [9]i introducedi thei concepti ofi SCA.i Ini 

cryptographici implementationi [10]i DPAi isi consideredi 

asi thei mosti powerfuli attacki outi ofi alli SCAs.i Byi 

analyzingi thei correlationi withini thei processedi datai andi 

thei poweri trace,i thei secreti keyi ofi ai cryptographici 

devicei isi assumedi ini DPAi statistically.i Thei secreti keyi 

isi thei mosti importanti meansi toi explorei thei poweri 

consumption.i Ani intruderi firsti observesi thei initiali mi 

encryptioni operations,i tracingi thei poweri consumptioni 

throughouti thei channeli T1..M[1..k],i ki i samplesi peri 

trace,i andi cipheri textsi C1..m. 

Assumingi ai secreti keysi Ksi fori verification,i ai selectioni 

functioni D(Ci,i b,Ks)i whichi computesi thei valuei ofi ani 

biti bi ofi ani intermediatei valuei ini thei encryptioni 

operationi isi used 
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II. MOTIVATIONALi 

EXAMPLE 

uniformi thani thati ofi thei conventionali fixedi schedule.i 

Thus,i FPGAsi cani bei protectedi againsti DPAsi 

effectively. 
Ini thisi section,i ai motivationali examplei isi providedi toi 

showi thei randomizedi executionsi ofi tasksi ini ai loopi cani 

protecti againsti DPSs.i Ini thisi example,i ai bodyi ofi ai loopi 

programi isi representedi asi thei DFGi showni asi ini Figurei 

1.i Therei arei i fivei taski nodesi ini thisi loop.i Thei datai 

dependencyi betweeni twoi taski nodesi isi representedi byi 

ani edge.i Wei assumei thati executingi eachi taski consumei 

ai fixedi amounti ofi power,i 50i fori nodei A,i 60i fori nodei 

B,i 30i fori nodei C,i 70i fori nodei D,i andi 20i fori nodei E,i 

respectively.i Ifi ai sequencei ofi nodesi ini thei DFGi meetsi 

alli datai dependencies,i thisi sequencei isi i calledi ai legali 

schedule.i Obviously,i therei arei variousi legali schedulesi 

ofi ai DFG. 

Tablei 1:i Thei poweri valuei sequencei ofi randomi 

executing. 

A B E 

III. RANDOMi 

EXECUTION Ini thisi paper,i wei utilizei ai Datai Flowi Graphi Gi =<i 

V,E,i pi >,i ai weightedi directedi acyclici graph,i wherei Vi 

isi thei seti ofi i taski nodes,i Ei ⊆i Vi ∗i Vi isi thei seti ofi 

edgesi thati definei datai dependencies,i andi p(v)i isi thei 

poweri dissipationi ofi ai nodei v.i Wei designi randomizedi 

executioni algorithmsi asi showni ini Figurei 2.i Ai 

controlleri worksi priori toi eachi iteration.i Thei DFGi isi 

thei inputi fori thei controller,i andi thei outputi ofi thei 

controlleri isi ai taski nodesi executioni sequencei thati isi ai 

legali schedule. 

C 

D 

Figurei 1:i Thei DFGi correspondi withi thei loopi ini 

motivationali example. 

Conventionally,i tasksi ini ai loopi bodyi arei executedi withi 

ai fixedi orderi ini eachi iteration.i Ini ouri example,i 

assumingi thei loopi isi executedi 5i timesi withi thei fixedi 

orderi “A-B-E-D-C”,i thei poweri consumptioni ini eachi 

stepi isi consistent,i whichi equalsi toi thei poweri 

consumptioni ofi thei correspondingi task.i Afteri threei 

iterations,i thei tracei ofi thei averagei poweri consumptioni 

ofi stepsi isi “50-60-20-70-30”.i Withi thisi information,i ai 

hackeri cani easilyi geti thei exacti orderi ofi thei taski 

executioni byi comparingi valuesi ofi thisi tracei withi thei 

poweri consumptioni ofi eachi task. 

However,i wheni ai loopi isi executedi withi differenti 

schedulesi ini differenti iterations,i thei exacti orderi ofi taski 

executioni isi hardi toi observe.i Fori instance,i ifi thei loopi 

isi executedi 5i i timesi withi differenti schedulesi “A-B-E-D-

C”,i “D-B-E-A-i C”,i i “A-E-B-C-D”,“i i B-A-C-E-D”,i i andi 

i “E-A-B-C-D”,i  the 

averagei poweri dissipationsi arei representedi ini thei Tablei 

1,i wherei thei columni “it”i standsi fori iteration,i “ES”i 

standsi fori executioni sequence,i “S(i)”i standsi fori stepi i.i 

Hackersi i usuallyi seizei usefuli informationi byi poweri 

analysisi attacks.i Theyi analyzedi distributioni ofi thei 

poweri values,i andi speculatedi thei taski nodei accordingi toi 

poweri values.i Soi thei biggeri poweri gapi betweeni thei 

twoi adjacenti taski nodes,i thei easieri fori hackersi toi 

attack.i Thei morei uniformi thei poweri dissipationi 

distributioni is,i thei morei difficulti iti isi toi attack.i Thei 

unbiasedi standardi deviationi ofi sequencei “50,i 60,i 20,i 

70,i 30”i isi 20.736,i andi thei unbiasedi standardi deviationi 

ofi sequencei “50,i 48,i 38,i 40,i 54”i isi 6.782.i Obviously,i 

thei latteri onei hasi morei uniformi distribution,i andi iti isi 

morei difficulti fori hackersi toi analyzei power.i Thisi 

motivationali examplei illustratesi thati differenti legali 

schedulesi arei appliedi ini iterationsi ofi ai loop;i averagei 

poweri i consumptioni isi i i i i more 

Figurei 2:i Thei flowcharti ofi randomizedi executioni 

scheme. 

Algorithmi 1:i Randomizedi Orderingi (RO)i 

Algorithmi Ini thei executioni ofi ai loop,i certaini taski 

nodesi arei validi fori executingi ini ai giveni step.i Wei 

definei thesei taski nodesi asi activei taski nodesi ofi thisi 

step.i Thei seti ofi activei taski nodesi isi calledi thei ready-

to-runi list.i Fori randomizedi executing,i wei employi ai 

randomi numberi generatori (RNG)i toi choosei ai randomi 

taski nodei ini thei ready-to-runi listi ini eachi step. 

 

It ES S(1) S(2) S(3) S(4) S(5) 

1 A-B-E-D-C 50 60 20 70 30 

2 D-B-E-A-C 70 60 20 50 30 

3 A-E-B-C-D 50 20 60 30 70 

4 B-A-C-E-D 60 50 30 20 70 

5 E-A-B-C-D 20 50 60 30 70 

Average

i Value 
 50 

 

48 

 

38 

 

40 

 

54 
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Wheni ai taski nodei isi choseni andi executed,i wei removei 

iti fromi thei DFG,i andi theni updatei thei ready-to-runi list.i 

Thisi processi isi repeatedi untili alli taski nodesi ofi thei loopi 

havei i beeni executed,i asi showni ini Algorithmi 3.1. 

Generally,i thisi algorithmi willi ensurei randomizedi 

executioni ofi ai loop.i Buti iti willi noti defendi againsti 

differentiali poweri analysisi effectivelyi ini somei speciali 

cases,i suchi asi ai strictlyi sequentiali DFG.i Therei isi onlyi 

onei nodei readyi ini eachi step.i Thus,i thei randomi 

executioni isi impossiblei ini thisi case.i Toi directi ati 

resolvingi thisi case,i ai newi algorithmi namedi i INRO 

thei maximali numberi ofi taski nodes,i cani bei executedi ini 

parallel.i Ini thisi algorithm,i ai redefinedi ready-to-runi listi 

isi employedi fori optimizingi thei solution.i Thei Ready-to-

runi listi consistsi ofi activei taski nodesi whichi arei validi 

fori executingi ini ai giveni step,i asi welli asi noisei nodesi ifi 

necessary.i Obviouslyi thei numberi ofi activei taski nodesi isi 

noti morei thani thei MDPi ofi ai DFG.i Toi distributei morei 

noisei nodesi thei sequentiali parti ofi thei DFGi andi 

randomizei thei execution,i wei definei threei conditionsi fori 

decidingi thei lengthi ofi ready-i to-runi list; 

1. Iti shouldi bei noi largeri thani thei MDP. 

2. Iti shouldi bei noi largeri thani twicei thei numberi ofi thei 

activei taski nodes. 

3. Iti shouldi bei noi largeri thani thei sumi ofi numberi ofi 

activei taski nodesi andi thei numberi ofi leftoveri noisei 

nodes. 

Thesei threei conditionsi fori thei lengthi ofi ready-to-runi 

listi helpi ini distributingi noisei nodesi effectively.i Ini eachi 

step,i i wei choosei ai nodei randomlyi untili ai taski nodei isi 

chosen.i Theni wei updatei thei ready-to-runi listi andi loopi 

proceedsi byi thisi rule. 

Algorithmi 3.2i Advancedi Independent-Noisei 

Randomizedi Orderingi (AINRO)i Algorithm. 

Input: 

Taski Graphi Gti =i ⟨V,E⟩,i RNG,i noiseNum.i 

Output: 

Everyi circlei ofi thei loopi isi randomizedi fori 

executing.i 1:i Schedulei SLi ←i 0; 

2:i MDPi ←i Geti thei numberi ofi maximali paralleli 

maximali taski nodes; 

3:i fori iterationi =i 1i toi ni do 
4:i Vi ←i Geti thei Tasksi Seti fromi originali 

DFG;i 5:i Vleftoveri ←i Vi ; 

6:i actNoisei ←i 

noiseNum;i 7:i fori ji ←i 1i 

toi taskNumi do 

8:i ATi ←i Geti ai seti ofi Activei Taski nodesi 

fromi DFGi (Vleftover); 

9:i Ready-to-runi Listi VRLi ←i 

ATi 10:i Arrayi RLi ←i VRL; 

11:i lengtℎATi ←i Geti thei lengthi ofi 

AT;i i 12:i lengtℎRLi ←i Min(lengtℎATi +i 

actNoise,i 2i ∗i lengtℎATi ,MDP); 

13:i ifi lengtℎATi <i lengtℎRLi then 

14:i addi (lengtℎRLi −i lengtℎATi )i noisei nodesi 

toi RL;i 15:i endi if 

16:i fori ii =i 1i toi 

lengtℎRLi doi 17:i 

noiseNumCTi ←i 0; 

18:i rdmi ←i RandomNumberInIntervel[1,i 

lengtℎRL];i 19:i SLi ←i SLi ∪i RL[rdm]; 

20:i ifi RL[rdm]i isi ai noisei nodei 

theni 21:i noiseNumCTi +i +; 

22:i RLi ←i RLi −i RL[rdm]; 

23:i else 

24:i exeTi aski ←i 

RL[rdm];i 25:i break; 

26:i endi if 

27:i endi for 

28:i Vleftoveri ←i Vleftoveri −i exeTi ask; 
29:i actNoisei ←i actNoisei −i 

noiseNumCTi ;i 30:i endi for 

31:i endi for 

32:i returni Legali schedulei SL; 

whichi isi ani improvedi methodi isi proposedi ini thei 

subsection. 
next 

Algorithmi 3.1i Randomizedi Orderingi (RO)i 

Algorithm.i Input: 

Taski Graphi Gti =i ⟨V,E⟩,i 
RNG.i Output: 
Everyi iterationi ofi thei loopi isi randomizedi fori 

executing. 

1:i Schedulei SLi ←i 0; 

2:i fori iterationi =i 1i toi ni do 

3:i Vi ←i Geti taski nodesi seti fromi originali DFG; 

4:i Vleftoveri ←i Vi ; 

5:i fori ji =i 1i toi taskNumi do 

6:i Ready-to-runi Listi VRLi ←i Geti alli activei taski 

nodes; 

7:i Arrayi RLi ←i VRL; 

8:i lengtℎRLi ←i Geti thei lengthi ofi Ready-to-runi 

List;i 9:i rdmi ←i RandomNumberInIntervel[1,i 

lengtℎRL];i 10:i SLi ←i SLi ∪i RL[rdm]; 

11:i Vleftoveri ←i Vleftoveri −i RL[rdm]; 

12:i updatei thei DFGi afteri deletingi thei taski 

RL[rdm]; 

13:i endi for 

14:i endi for 

15:i returni Legali schedulei SL; 

Algorithm 2: Independent-Noise Randomized 
Orderingi (INRO)i 

Algorithm Toi solvei thei problemi ofi randomi executioni ofi ai 

sequentiali DFG,i ai noisei nodei concepti isi introduced.i 

Ai noisei nodei is 

ai speciali nodei ofi whichi thei poweri dissipationi isi 0i ori 

negligiblyi small.i Ini ai reali worldi program,i wei cani inserti 

dummyi instructionsi intoi thei programi toi generatei ai 

noisei node.i Afteri addingi somei noisei nodesi ini thei 

originali DFG,i wei randomizei thei executioni similari toi 

thei ROi algorithm. 

Thei INROi algorithmi isi capablei ini randomizingi thei 

executioni ofi ai stricti sequentiali DFG.i However,i ini somei 

cases,i ai portioni ofi thei DFGi isi stricti sequential,i whilei 

thei resti ofi thei DFGi cani bei executedi ini parallel.i Fori 

example,i ini ai DFGi withi ai treei followedi byi ai singlei 

path,i noisei nodesi arei morei neededi ini thei singlei pathi 

section,i ratheri thani ini i thei treei section.i Moreover,i noisei 

nodesi ini thei treei sectioni don’ti helpi ini randomizingi thei 

execution,i buti hurti thei executioni speedi ofi thei system.i 

Thei INROi algorithmi facesi issuesi ini thesei cases,i duei toi 

thei facti thati thei INROi algorithmi evenlyi distributesi 

noisei nodesi throughouti thei wholei DFG. Algorithmi 3:i Advancedi Independent-

Noisei Randomizedi Orderingi (AINRO)i 

Algorithm 
Ini i thisi i subsection,i i ai i newi i conceptioni i isi i i 

defined 

called 
Maximali Degreei ofi Parallelismi (MDP)i fori ai DFG,i 

whichi is 
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Algorithmi 4:i Trapezoidi Randomizedi Orderingi 

(AINRO)i Algorithm 
Ini thisi subsection,i ai newi conceptioni isi definedi calledi 

Trapezoidali Decompositioni fori ai DFG,i whichi isi wei i 

calli twoi straighti linei segmentsi ini thei planei 

noncrossingi iffi theiri intersectioni isi eitheri emptyi ori ai 

commoni i endpoint.i Consideri ai seti Si ofi ni 

nonhorizontal,i noncrossingi closedi linei segments.i 

Startingi ati eachi endpointi ofi eachi segmenti ini Si drawi 

twoi horizontali rays,i onei towardsi thei lefti andi onei 

towardsi thei right,i eachi extendingi untili iti hitsi ai 

segmenti i i of 

S.i Fori ai segmenti endpointi pi wei calli thei unioni ofi thesei 

twoi possiblyi truncatedi raysi emanatingi fromi pi thei 

horizontali extensioni throughi p.i Thei segmentsi ofi Si 

togetheri withi thei horizontali extensionsi throughi thei 

endpointsi formi ai planei graph,i whichi wei calli thei 

trapezoidationi ofi S,i ori T(S)i fori short.i Asi eachi facei ofi 

T(S)i hasi twoi horizontali sidesi (onei ofi whichi mighti havei 

lengthi 0)i wei arei justifiedi ini callingi thei facesi ofi T(S)i 

trapezoids. 

Algorithmi 3.4:i Trapezoidi Randomizedi Orderingi 

(AINRO)i Algorithm::i Beforei presentingi thei finali 

algorithmi andi itsi analysisi ai biti ofi notation:i Leti Log(i)i 

ni denotei thei ithi iteratedi logarithm,i i.e.i log(o)i ni =i ni andi 

fori ii >i 0i wei havei log(i)i ni =i log(log(i-1)i n).i Fori ni >i 0i 

leti log*i ni denotei thei largesti integeri 1i soi thati log(l)i ni 

≥i 1,i andi fori ni >i 0i andi 0~i hi si log*i ni leti N(h)i bei 

shorthandi fori [ni /log(h))i n]. 
Thei inputi toi thei algorithmi belowi isi ai simplei 

polygonali chaini Ci ofi ni segmentsi in 

consecutivei orderi alongi C. 

1:i Generatei s1,i s2,i .i .i .i sn,i ai randomi orderingi ofi thei 

segmentsi ofi C 
2:Generatei YI,i thei trapezoidationi fori thei seti {s,}i alongi 

withi thei correspondingi searchi structure 

3:Fori hi =i 1i toi log*i ni do 
1) Fori N(hi -i 1)i <i ii 6i N(h)i do 

2) Obtaini trapezoidationi zi andi searchi structurei Zii fromi 

Zi-1i andi byi insertingi segmenti si. 

3) Tracei Ci throughi TN(k)i toi determinei fori eachi 

endpointi ofi alli non-insertedi segmentsi thei containingi 

trapezoidi ofi Y&).i Fori N(log*i n)i <i ii Gi ni do 

4) Obtaini trapezoidationi qi andi searchi structurei &i fromi 

z_,i andi Zi_li byi insertingi segmenti si. 

9: Endi Until 

10: Currenti Partition:=i Besti 

Partitioni 11:Endi Until 

IV. EXPERIMENTALi 

RESULTS Ini thisi section,i wei conducti experimentsi withi ouri 

algorithmsi oni benchmarksi fromi Mibenchi [8].i Thei Sim-

Wattchi [2]i isi usedi asi thei poweri testi platform.i Variousi 

benchmarksi arei selectedi fromi Mibenchi andi compiledi asi 

ARM-elfi executablei usingi ai GNUi ARM-elfi crossi 

compiler.i Thei experimentsi arei conductedi basedi oni thei 

poweri modeli ofi i thei Intel(R)i CoreTM2i Duoi T9600i 

processor,i whichi isi ofi 2i cores,i 2.8i GHzi clocki speed,i 

6Mi cachei andi 1066i MHzi fronti sidei busi (FSB)i speed.i 

Thei memoryi ofi thei systemi isi 3002i MBi DDRi RAMs.i 

Wei choosei thei Logistici Mappingi asi thei randomi numberi 

generator. 

Ini orderi toi reducei thei systemi overhead,i thei numberi i ofi 

noisei nodei shouldi bei limited.i Ini ouri experiments,i ⌊Nnodei 

10i ⌋i noisei nodesi arei addedi toi thei originali DFGi ini 

INROi algorithmi andi AINROi algorithm,i i wherei i Nnodei i 

representsi thei numberi ofi taski nodesi ini originali DFG.i 

Asi ai result,i thei overheadi oni timei byi addingi noisei 

nodesi isi underi 10%. Tablei IIi Resourcei 

Utilization 

Tablei IIIi Resourcei 
Utilization 

Algorithmi 5:i Multileveli Randomizedi Orderingi 

(MRO)i Algorithm 
Ini thisi subsection,i ai newi concepti fori graphi partitioningi 

ini ani efficienti wayi toi minimizei thei sumi ofi thei weightsi 

ofi i edgei crossingi betweeni setsi ofi ai DFG.i Thei 

algorithmi consistsi ofi twoi loopsi nested.i Thei outeri loopi 

allowsi attemptedi sequencesi untili noi furtheri 

improvementi ofi partitioningi isi necessary.i Thei inneri 

loopi presidesi overi ai sequencei ofi movesi ofi verticesi 

fromi onei seti toi another. 

Thei proof-of-concepti hasi beeni prototypedi usingi variousi 

FPGAs.i Tablei IIi showsi thei logici andi memoryi 

utilizationi ofi thei variousi cryptographici algorithmi ini 

differenti FPGAs.i Thei resourcei allocationi isi lessi thani 

expected,i andi cani bei comparedi withi theiri priori 

implementationsi ini otheri works.i Hencei ifi implementedi 

byi thei cloudi providersi cani savei ai loti ini infrastructure.i 

Tablei IIIi alsoi showsi thei areai andi frequencyi 

requirementi ofi thei individuali algorithmsi wheni 

implementedi ini variousi FPGAs. 

Wheni thei DMP(Divergei Mergei Processor)i [15]i ofi thei 

objecti DFGi isi largeri thani thei numberi ofi availablei 

independenti noisei nodes,i thei AINROi algorithmi worksi 

asi similarlyi asi thei INROi does.i Thus,i ini suchi 

circumstances,i thei INROi algorithmi isi betteri duei toi thei 

simpleri programi andi thei loweri overheadi oni thei poweri 

asi welli asi thei executioni time.i However,i wheni ai objecti 

DFGi hasi ai veryi smalli i MDP,i i ini i otheri i words,i i thei i 

DFGi i isi i sequentiali i i i or 

Algorithm3.5:i Multileveli Randomizedi 

Algorithm 

1:Untili Noi betteri partitioni isi 

discovered 

Ordering (TRO) 

2: 

3: 

4: 

5: 

6: 

7: 

8: 

Besti Partition:i =i Currenti 

Partitioni Computei alli initiali 

gains 

Untili Terminationi criteriai 

reachedi Selecti vertexi toi move 

Performi move 

Updatei gainsi ofi alli neighborsi ofi movedi vertex 

Ifi Currenti Partitioni balancedi andi betteri thani i i 

Best 

Partitioni Theni Besti Partition:i =i Currenti 

Partition 

ALG. Bond

i 

IOBs 

GClK Freqi 

(MHz) 

Area 

AES 23 

9% 

2 

8% 

41.5 - 

AES 23 
2% 

2 
12% 

43.5 - 

AES 386 776Ki Gate 

ALG. FPGA LUT FF Slices 

AES 

 

SPARTAN3E 
xc3s500e-

i fg320 

4253 

45% 

453 

4% 

2226 

47% 

AES 

 

VIRTEX2P 
Xq2vp70-

i 5ff1704 

4284 

6% 

451 

0% 

2235 

6% 

AES 

 

VIRTEXi 

5i 
XUPV5-i 

LX110T 

11524 

16% 

7873 

 

3312 
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approximatelyi sequential,i AINROi algorithmi hasi betteri 

performance.i Ai performancei evaluationi ofi thei abovei 

threei algorithmsi cani bei verifiedi ini thei researchi worki 

[14]. 

[14] Jiayini Li,i Daidui Zhang,i M.i Qiu,i Ji Shen.i Securityi 

Protectioni oni FPGAi againsti Differentiali Poweri Analysisi 
Attacks.i Ini CSIIRWi ’11,i October12-14,i Oaki Rigde,i USAi 

ACMi 978-1-4503-0945-5i ISBN 

[15] Hyesooni Kimi Jos´ei A.i Joaoi Onuri Mutlu,i Yalei N.i Patt.i 
Diverge-Mergei Processori (DMP):i Dynamici Predicatedi 
Executioni ofi Complexi Control-Flowi Graphsi Basedi oni 

Frequentlyi Executedi Paths,i Thei 39thi Annuali IEEE/ACMi 

Internationali Symposiumi oni Microarchitecturei (MICRO'06)0-
7695-2732-9/06i 2006. 

V. CONCLUSION 
Ini thisi paper,i wei analyzei thei problemi ofi randomizedi 

executioni ini ai loopi ini orderi toi protecti FPGAsi fromi 

DPAs.i Wei proposei fewi algorithmsi toi randomizei thei 

executioni ini ai loop.i Algorithmi RO,i INROi andi AINROi 

applyi toi thei situationi wherei alli taski nodesi ini ai DFGi 

costi thei samei amounti ofi timei ini thei execution.i 

Algorithmi TROi andi MROi stilli arei ini ai naïvei stage,i yeti 

arei effectivei ini theiri performance.i Experimentali resultsi 

showi thati thei unbiasedi variancei ofi ai poweri sequencei ini 

ai loopi isi decreasedi byi 65.06%i toi 77.56%.i Thusi makesi 

iti difficulti fori attackersi toi analyzei poweri effectively. 
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